CCTV Policy

Tuitior Mavpele
/tra Far‘r’r‘:

Head of Tuition Service: Ruth Minhall

Head of Maypole Farm: James Pickles

Approved: O October 2024
Signed: Ruth Minhall

Position: CEO

Last reviewed: Scpt 2025

Next review: Scpt 2026



Contents

Contents

1. CCTV STANDARD AND THE LAW

2. WHY THE SERVICE USES CCTV

3 HOW THE SERVICE USES CCTV

4 OBJECTIVES OF THE CCTV SYSTEM

5. STORINC AND VIEWING IMAGES

6. DISCLOSURE OF IMACES

7. AUTHORISED PERSONNEL AND CIRCUMSTANCES

8 BREACHES

9. CCTVand GDPR

10. SUBJECT ACCESS REQUESTS

1TFREEDOM OF INFORMATION

12 APPEALS

13 COMPLAINTS

14 REVIEW

School / Education Service CCTV SYSTEM ACCESS LOG

SECTION A: Requester & Authorisation Details
SECTION B: Purpose of Access
SECTION C: Footage Details & Action Taken
SECTION D: Data Protection Compliance Declaration

Form Management Notes for the Administrator (Do not print on circulated form)

e}

10

11
12
12



1. CCTV STANDARD AND THE LAW

1.1

1.2

13

1.4

1.5

1.6

1.1

Closed Circuit Television 'CCTV and its use is governed by the Data Protection Act 2018
(DPA)andtheCGeneral Data Protection Regulation 2016 (CDPR). The Servicehavea legal
duty to comply with the relevant Data Protection Legislation. This Policy is to ensure
CCTV within the Service is controlled appropriately to facilitate the Service's legal
obligations, best practice andto reduceriskof information loss. The CCTV Policy should
be read in conjunction with the Service's additional policies.

The Service is the body that makes the decisionsconcerning CCTV, for example, who
hasresponsibility for thecontroloftheimages, i.e. decidingwhatisto be recorded, how
theimagesshould be used and to whom they may be disclosed. The Service isthe data
controller andislegally responsible for compliance with the CDPR and DPA. This Policy
isnot intended toreplace proceduresalready in placewithin the Service thatrelate to
the physical operation and use of the system.

With regard to the decision as to how theimages are used and to whom they may be
disclosed, this delegated responsibility lies with the governing body, SLT and the
Service's DPO. Certain staff membersare identified asauthorised personnel, in certain
circumstances, regarding the useand control of theequipment and viewing the live or
recordedimages(seeclause3.1(f)). Thisensuresthatthesharingof personal dataiskept
to a minimum within the service.

CCTV can record personal data and sound in the form of 2 person’s face and may
indicate ‘special category' personal data, such as a person's ethnic origin or physical
disability. Thismeansthat live or recorded imagesand monitor screensshould not be
viewed by any unauthorised third party without a lawful basis i.e. the person(s) that
appear and are identifiable from the footage.

As an organisation frequented by memlbers of the public, including staff, pupils,
parents/carers, visitorsand contractors, the Service is required to place CCTV monitors
inasecureenvironmentwherethosemembersofthepublicarenotableto see images.
All authorised operators and employees with access to images are aware of the
proceduresthat needto befollowedwhenaccessingtherecorded images. All operators
are trained by the appropriate person in their responsibilities under the ICO's CCTV
Code of Practice All authorised employees are aware of the restrictionsin relation to
access to, and disclosure of, recorded images within this CCTV Policy. The CCTV Policy
must be read by any person/employee/contractor who will process personal data
belongingtothe Controller the Service. The Service willmake this CCTV Policy a public
facing document.

CWHY THE SERVICE USES CCTV

The Service uses CCTV for the purpose of a public task duty, the management and
security of the site, monitoring health and safety and safeguarding of the pupils,
parents, visitors and employees on site. By using CCTV, the Service can monitor
occurrencesonsite andalso the security of the buildingsand grounds. The Service may
use CCTV for “crime prevention”and it would be acceptable to discloseimagesto law



enforcementagenciesiffailure to do sowould be likely to prejudice the prevention and
detection of crime. The footage may also be used as evidence during internal
disciplinary proceedings or complaints where specific issues have been raised and

corroborative evidence is necessary.

5 HOW THE SERVICE USES CCTV

S1When installing CCTV there are several issues to be taken into consideration, such as:

Where to position the cameras?

Where to position the monitors?

Who will operate the cameras?

Who will handle requests for access to the images?

How do we record who sees the images and for what purpose?
Who do we authorise to access the images and for what purpose?

A The person or body responsible for the management of the Service's

premises, under the guidance of the Data Protection Officer (DPO) will be
responsibleforidentifyingthemostsuitableplacetolocatethecameras. The
cameras will not process data that may be deemed as ‘excessive’, such as
capturing public areas outside the scope of the Service, or where thereis a
reasonableexpectation of privacy such as toilets or staffrooms, as this goes
beyond what is proportionate and necessary to fulfil the purpose for
processing the personal data.

Along with the external considerations, the Service's management of
premises will identify the most appropriate housing for the monitors,
ensuring security and privacy. In maintained servicesthis may be the Local
Authority. Thiswill take intoaccountthe cabling and technical accessories
of the equipment. This will be undertaken in compliance with data
protection legislation, British Standards and consideration of the advice
taken from the Service's DPO. This would need to take into account
capturing the best view of buildings for the purposes of security and high
risk areasaround the Service. The cameras must be of such quality to satisfy
the purposes of installing the CCTV.

The CCTV system is owned and operated by the service, and its deployment
is determined by the Service's management team. Installation should be
carried by an industry-approved installer. The Service's authorised personnel
is responsible for ensuring that the cameras are working correctly and
consistently and will be responsible for ensuring they are maintained. This
may mean retaining theservices of a specialist CCTV service company who
would also be considered as authorised personnel.

Subject Access Requests are dealt with in clause 10.

A record of access and disclosure will be kept for disclosure of images in
accordance with clause 6.

Access to recorded images is restricted to authorised personnel only.



3.2 The Servicetakes a privacy by design approach and will conduct a Data Protection
Impact Assessment (DPIA) with guidance from the Service's DPO in accordance
with CDPR as they are systematically monitoring and capturing 'vulnerable' data
subjects, suchaschildren. The Servicewill alsoensurea CDPR compliantagreement
isin placewith any organisationwhere personal data/CCTV footage is processed on
behalf of the Service.

33 Any changes to CCTV monitoring will be subject to a Data Protection Impact
Assessment (DPIA) in which the Service's DPO will provide advice.

3.4 The use of CCTV recording involving audio recording between members of the
public is highly intrusive and unlikely to be justified. The appropriate personnel
should choose a system without this facility if possible. If CCTV systerm are equipped
with a sound recording facility these should be disabled.

3.5 In the exceptional circumstances where audio recording is justified and this has
been agreed with the DPO, it must be limited to that which isnecessary to achieve
the purposes specified in paragraph 4, appropriatesignage and notification must
make it clear that audio recording is or may be carried out.

4 OBJECTIVES OF THE CCTV SYSTEM

To protect pupils, staff and visitors.

4.1 Toincrease personal safety and reduce the fear of crime.

4.2 To protect the service buildings and assets.

43 \Without prejudice, to protect the personal property of pupils, staff and visitors.
4.4 [Oosupportthe policein preventing and detecting crime.

4.5 Toassist inidentifying, apprehending and prosecuting offenders.

4.6 10 assistin managing the Service.

o. STORING AND VIEWING IMAGES

5.1 When conducting a viewing, either of live images or recorded playback, the viewing
should take placein asecure office and only those personswho are authorised and/or who
appearonthe footage, should be present whererelevant. Staff should ensurethat no part
of the footage can beseen through awindow inadoor ora window looking into the office
froman external area. The officedoor should be completely closed for the duration of the
viewing and forany discussionsabout the footage that may follow. Only individuals with
specific written authority from the head of service/school may view CCTV footage. All
access for viewing recorded footage must be logged, a suggested log is included in this

policy.

5.2 In general, CCTV footage should be kept for a maximum of 30 days, unless an incident
hasoccurredon Service premisesand thefootageisto be keptfora purpose. CCTV footage
isstoredsecurely ina lockableoffice/onthe Service's password protected software system.
If anincident hasoccurred, the footagein questionshould be stored securely in away that



maintainstheintegrityoftheimagespendingfurtheraction.Oncetheaction/investigation
has been concluded, a review of the retention of the footage should be exercised and
secure, permanent disposal of the footage should occur where there is no longer a valid

lawful basis to keep the images.

5.3 The Service has developed a form called the "CCTV Disclosure Record” and it must be
completed on everyoccasion thatfootageisviewed or disclosed to a third party. Theform
should be forwarded to the Data Protection Officer asand when a valid request for CCTV
footageismeade. Theformcan belocated on the Service'sinternal shareddrive. The record

will include the following:

5.3.1the purpose of any searches and whether the search was successful or not
5.3.2 who carried out the search

5.3.3 persons present (particularly when reviewing).

5.3.4 date, start and end time of the incident.

5.3.5 date and time of the review

5.3.6 =ny other relevant information

o. DISCLOSURE OF IMAGES

6.1 The Servicewillensurethatany disclosure of imagesisina controlled manner and that
thedisclosureisconsistent with theirdata mapping and privacy noticein regardsto CCTV.
Any disclosure should be clearly documented by the Service as outlined in clause 5.3.

6.2 Therewill be no disclosure of recorded data to third partieswithout a lawful basis. It is
acceptableforthe Service to disclose imagesto law enforcement agencies for the purpose
of prevention and detection of crime. These requests should be:

e beprovided in writing (WAI70) where possible

e signed by authorised officers

e make reference to the name and section of the legislation that entitles them to
receive the information.

6.3 TheServicewilldocumentin their DPIA how personal information will beshared. In
thecaseofadisclosurerequestfromlaw enforcementoravalidsubjectaccessrequest, the
recording pertaining totherequestwill bedownloaded ontoa portabledeviceand securely
stored in a locked room until collection. The process will remain the same when disclosing
in regard to insurance purposes. The file will be encrypted or password protected where
possible. Alternatively, the recording will be sent in a password protected document via
email. Staff will ensure passwords are given to the authorised recipientseparately from the
email containing therecording, ensuringthat the original copy of the recording is kept at
the Service for only aslong as is necessary for the purpose of retaining the recording.



e [ftheimmediateviewingofarecordingisnecessary, thiswill be governed by clause
5above.

e [ncaseswheredisclosureisrequested by a third partywho doesnot appear on the
footage, extreme caution should be taken and the DPO referred to. Where thisis a
parenton behalf of a pupil, the Subject Access Guidance should be followed. Where
technology permits, images of third partiesshould be blurred and unidentifiable if
adisclosure request does not pertain to them.

e Thedata may be used within theservice'sdiscipline and complaints procedures as
required, and will be subject to the usual confidentiality requirements of those
procedures.

/. AUTHORISED PERSONNEL AND
CIRCUMSTANCES

7.1 The persons authorised to operate the equipment and view the monitors are
appropriate personnel. The appropriate personnel will have received training in the
operationofthe particular systems used by the Service. However, there may be occasions
that will requirecontractorstoview the monitorsduringtherecordingof live images and
also images that have been recorded previously. It is important to remember that the
viewing of all images from a CCTV system must be controlled and consistent with the
purpose for which the system was installed. On a routine basis, this means that teaching
and support staff cannot request Lo access footage.

7.2 On occasiontheService may receive a request to carry out covertmonitoring on behalf
of the Police, which must be requested with evidence of the Police's RIPA authorisation for
thissurveillance. If thisis not possible due to sensitivity issues.

Appropriate personnel will allow third parties to view live and recorded images for
maintenance purposes and in compliance with the objectivesof the CCTV objectives set
out in paragraph 4.

7.3 The Service's DPO may be involved in any circumstances where the Service feels advice
is necessary. Wherethe Service is unsure of whether to seek advice from the DPO, for the
avoidance of doubt advice should be sought.

8. BREACHES

8.1 A ‘personaldatabreach'meansalbreachofsecurityleading totheaccidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed.

8.2 Any breach of security will be initially investigated by the Service's appropriate
personnel, in order to discuss this further with the Service's DPO, governing body and
Senior Leadership Team. TheService'sDPO may initiatecommunicationsto the [CO, within



the72 hour period,in caseswhere the breach couldlead to or hasled toa riskof harm. The
Service's DPO may extend thecommunications to those affected by the breach,in order to
provide them with the details in regards to the breach of their personal information and
how they can take precautions from further conseqguences of the breach.

8.3 The Service may take the appropriate disciplinary actionin therelevant circumstances,
A breach of this policy will be governed by the Service's existing policiesand procedures.
Anyserious breachofthe CCTV Policy may be concludedtobea formof gross misconduct.
It will be immediately investigatedand an independent investigationcarried out to make
recommendations on how to remedy the breach. Thisinvestigation will involve the input
of the Service's DPO.

8.4 A breachofsecurityin relationto CCTVfootagewill beactionedinlinewiththe Service's
Breach Procedure.

*Where a criminal offence has been committed on Service premises, the Service /s not
underany duty to release the footage to or allow it to be viewed by the subject, their family
orfriends Anyunauthorised disclosureofthefootage may prejudice any subsequent police
enquiry. The footage should be downloaded onto disk/memory stick/email attachments
andgivendirectlytothepoliceasevidence, followingtheproduction by thepoliceofa valid
request for disclosure VWhenan incidentoccurs on Service premises aduring evenings and
weekends, It would be necessary to contactthe Site Services Manager or appropriate
person.

Thismeansthaton thoseoccasionstheSite ServicesManager or appropriate personwould
be an authorised person in order to view footage and in an emergency, disclose it to the
police. On receipt of a ‘routine’ subject access request by an individual, the Site Services
Manager or appropriate person should ask the requestor to complete a ‘Subject Access
Request’ form availableon the Service's website and send itto the Service'semail address.

If the Site Services Manager or appropriate personreceives a request from the police, but it
is not an emergency, the request should be directed to the Service's email address to be
dealt with during normal office hours.

9 CCTV and GDPR

9.1 In order to comply with the right to be informed, significant signage is found in
prominent positionsin all areaswhere CCTV camerasoperate to inform staff students and
the generzal publicthatthey are entering an area where their images are being recorded
either as still or video footage. Employee, parent, pupiland visitor privacy noticesinclude
the informationthatthe service uses CCTV cameras. Visitors must have the knowledge of
who to contact to make an enquiry regarding the system where this is not obvious.

9.2 Therightforindividualsto request accesstotheir data canbeexercised using a subject
access request template on the service's website.

9.3 The right to object/restrict processing may be possible in certain circumstances.
However, thiswill be considered on & case-by-case basis.



9.4 Therightto rectification will apply where possible.

9.5 The right to data portability is not applicable as CCTV is filmed under the public task
duty. Automated decision making is not included in this process.

9.6 Data minimisation is exercised with the automated deletion of CCTV footage after 20
days, unlessan exemptiontotheruleapplies. Forexampleapoliceinvestigationisongoing.

9.7 The right to erasure is considered where the personal data is no longer necessary in
relation to the purposes for which it was processed.

9.8 All rights can be exercised by individuals contacting the Service or the named DPO.

10. SUBJECT ACCESS REQUESTS

10.1 Individuals have the right to request access to CCTV footage relating to themselves
under the CDPR and DPA. The Subject Access and ICO guidance will be followed.

10.2 All requests should be made inwriting to the Service. Individuals submitting requests
for access will be asked to provide sufficient informationto enablethe footagerelating to
them to beidentified. For example, date, time and location.

10.4 [ he Service will respond to a request within one calendar month of receiving a valid
request.

10.5 VWhere a Subject Access Request includesfootage of another individual not included
in the request, the service must either use ‘blurring’ to distort the images to only the
relevant individual or gain consent to disclose third party personal data from those
individuals not involved in the request.

10.6 The Service reserves the right to refuse access to CCTV footage where this would
prejudice the legal rights of other individuals or jeopardise an ongoing investigation.

10.7 Wherever possible, the Service will notify the requester if an exemption or limitation to
their request applies, such as, but not limited to:

- 10.7.1 Aclaim to legal professional privilege in legal proceedings
- 10.7.2 The request will infringe on a third party's rights and freedoms
- 10.7.3 Any other exemption to theright of access as stated in the GDPR and DPA.

10.8 [he Service understands that individuals have further individual rights under the
CDPR and DPA and will seek DPO advice where necessary.



1T FREEDOM OF INFORMATION

1.1 The Service may receive requests under the Freedom of Information Act 2000 (FOI). A
response must be provided within 20 working days, beginning from the next working date
after receipt of the request.

N.21f individuals are capable of being identified from the CCTV images, personal data is
unlikely to be disclosed in response to an FOI request as Data Protection Legislation will
apply and therights of the individual will need to be considered.

12 APPEALS

12.1 Thereis & Service ‘Subject Access Procedure’ that should be followed in the event that
anindividualisrefused accessto CCTV imagesand theyare notsatisfied with thisoutcome
or the reasons why access has been refused. The appeal procedure document will be
provided to the requester in the final response from the Service to the individual making
the Subject Access Request.

15 COMPLAINTS

13.1 Complaints and enquiries about the operation of CCTV within the service should be
addressed through the Service's complaints procedure. Where necessary, the Service's
Data Protection Officer will be informed of the complaint,

14 REVIEW

14.1 The Service's DPOand SLT willreview thisdocumentannuallytoreflectchangesin best
practice, legislative changes and guidance from the Regulatory Authority (Information
Commissioner's Office).



School / Education Service CCTV SYSTEM ACCESS
LOG

This form is designed to ensure compliance with relevant UK data protection legislation,
specifically the UK General Data Protection Regulation (UK GDPR) and the Data
Protection Act 2018 (DPA 2018), by maintaining an accurate audit log of access to personal
data (which CCTV footage often contains).

This log must be completed every time a member of staff accesses the CCTV system for
viewing, playback, export, or any other purpose. This is a mandatory requirement under the
school's Data Protection and CCTV Policy.

School/Service Name: Tuition Extra (Kent) Ltd to include Maypole Farm

Log Date:

SECTION A: Requester & Authorisation Details

Field Detail

Staff Member Name (Requester):

Staff Member Role/Title:

Staff Signature:

Date & Time of Access: Date: Time:




Authorising Manager/Personnel
(Print Name): (Must be a Senior
Leader, or designated security
admin)

Authorising Manager/Personnel
Signature:

SECTION B: Purpose of Access

Please tick the primary reason for accessing the footage. If "Other," please specify.

Purpose

Tick ()

Details (Brief
Explanation Required)

Safety Incident Investigation: (e.g,
student/staff injury, accident)

Disciplinary Investigation: (e.g., staff
misconduct, policy breach)

Theft/Vandalism Investigation:

General Security Monitoring: (Requires
high-level justification)

Testing/Maintenance of System:
(Requires sign-off by Head of Systems)

Law Enforcement Request: (Requires
formal Section 29 exemption justification)




Subject Access Request (SAR):
(Requires formal SAR process and DPO
sign-off)

Other (Specify):

Full description of the incident/reason for access:

(Be specific, e.g., "Investigating a reported fall outside the main hall at approximately 10:15
am.")

SECTION C: Footage Details & Action Taken

Field Detail
Date Range of Footage Accessed: From: To:
Time Range of Footage Accessed: From: To:

Specific Camera Location(s) Accessed: (e.g.,
'Main Hall Entrance Cam 3, 'Car Park North")

Action Taken: (Tick all that apply) Viewed Only O
Downloaded/Exported O
Copied to External Media ()
Deleted/Archived ()

If Footage Downloaded/Exported: (File name
and Storage location, e.g.,
'Incident_Main_Hall_20250901.mp4' on secure
network folder '/Security/IncidentLogs')




Duration of Access Session: From: To: ()

SECTION D: Data Protection Compliance Declaration

I, the undersigned, confirm that:

1.
2.

3.

| have accessed the CCTV system strictly for the purpose outlined in Section B.

| understand that the footage contains personal data and must be treated in
accordance with the school's CCTV Policy, Data Protection Policy, and the UK
GDPR/DPA 2018.

Any footage downloaded or exported will be stored securely, only accessed by
authorised personnel, and retained only for the necessary period as defined by the
school's retention schedule.

| will report any misuse or breach of this footage immediately to the Data Protection
Officer (DPO).

Staff Member (Requester) Name:

Date:

Form Management Notes for the Administrator (Do not print on circulated

form)

Retention: Keep completed forms in a secure, locked location (physical or digital). The
retention period for this log should align with the retention period for other data breach
or incident logs (often 6 years, but check school policy).

Audit Trail: This log is the mandatory audit trail for all CCTV access. It is vital evidence
in the event of a regulatory inquiry or data subject complaint.

DPO: Ensure the school's Data Protection Officer (DPO) is aware of, and approves,
the use and storage of this log.

Training: All staff who may require access to the CCTV system must be trained on the
correct procedure and the importance of completing this log accurately.



